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Region 1 Workforce Development Board Policy Letter #32
Subject: Handling and Protection of Personally Identifiable Information (PII)
Effective Date: April 27, 2026

Purpose: The purpose of this policy is to establish standards and procedures for the proper handling, protection,
storage, transmission, and disposal of Personally Identifiable Information (PII) obtained through Region 1
Workforce Development Board (R1WDB) programs and operations.

This policy ensures compliance with applicable federal laws, the Workforce Innovation and Opportunity Act
(WIOA), and West Virginia statutes while safeguarding the confidentiality and privacy of all individuals served.

References: Workforce Innovation and Opportunity Act (WIOA) 2 CFR Part 200 (Uniform Administrative
Requirements); West Virginia Code §46A-2A-101 et seq.; West Virginia Code §39-1-24; West Virginia Code
§29B-1-1 et seq. (WV FOIA); Applicable WorkForce West Virginia and WV Department of Commerce
guidance.

Background: R1 WDB collects and maintains Personally Identifiable Information (PII) to administer WIOA
programs, determine eligibility, and report performance outcomes. Because this information is sensitive, strict
safeguards are required to prevent unauthorized access, disclosure, or misuse.

Policy: R1WDB is committed to protecting the confidentiality, integrity, and security of all PII. All individuals
with access to PII must comply with this policy and all applicable federal and state requirements. PII must be
collected, accessed, stored, transmitted, and disposed of in a manner that protects individual privacy and limits
access to authorized personnel only.

A. Collection of PII

o PII shall only be collected when necessary for program administration, eligibility, reporting, or
compliance.

e Only the minimum necessary information shall be collected.

e Individuals must be informed of the purpose and use of collected information.

B. Access and Use of PII

e Access to PII is limited to authorized personnel with a legitimate program-related need.
o Information may only be used for purposes directly related to assigned duties.

o Unauthorized access, use, or disclosure is strictly prohibited.

o All staff must complete required confidentiality and data protection training.

C. Storage and Security
Physical Records:
e Must be stored in locked, secure, access-controlled areas.
e Must not be left unattended in unsecured locations.
Electronic Records:
e Must be stored on approved secure systems with password protection and encryption where applicable.
e Personal devices or unauthorized storage methods are prohibited unless explicitly approved and secured.

D. Transmission of PII
PII must be transmitted using secure, approved methods such as encrypted email or secure file transfer
systems.
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Unsecured transmission methods (including standard email or text messaging) are prohibited unless
properly secured.
Fax transmissions must be verified for accuracy prior to sending.

Disposal of PII

Physical documents must be securely shredded or destroyed.

Electronic records must be permanently deleted in accordance with IT and records retention policies.
All disposal must comply with West Virginia records retention requirements.

Incident Reporting and Breach Response

Any suspected or confirmed loss, theft, or unauthorized disclosure of PII must be reported immediately
to supervisory or IT personnel.

All incidents will be investigated and corrective action taken.

R1 WDB will comply with all West Virginia data breach notification requirements, including timely
notification to affected individuals.

Coordination with WorkForce West Virginia and other required agencies will occur as needed.

Training and Compliance

All applicable personnel must complete PII training upon hire and annually thereafter.
Training will include confidentiality requirements, secure data handling, and incident reporting
procedures.

Definitions

Personally Identifiable Information (PII): Information that, if disclosed, could reasonably be expected
to cause harm or identify an individual. Examples include Social Security numbers, financial account
information, passwords, and medical or educational records.

Non-Sensitive PII: Information that identifies an individual but does not present significant risk if
disclosed (e.g., name, email address, business address).

Compliance and Enforcement: Failure to comply with this policy may result in disciplinary action up to and
including termination of employment or contract. Violations may also result in civil or criminal penalties under
applicable federal and state law.

Expiration Date: This policy remains in effect until revised or rescinded by the Region 1 Workforce
Development Board.

Approval:

May 14, 2026 — Executive Committee
May 14, 2026 — Workforce Development Board
May 14, 2026 — Local Elected Officials



